Wireless Sensor Networks (WSNs) are a new technology that has received a substantial attention from several academic research fields in the last years. There are many applications of WSNs, including environmental monitoring, industrial automation, intelligent transportation systems, healthcare and wellbeing, smart energy, to mention a few. Courses have been introduced both at the PhD and at the Master levels. However, these existing courses focus on particular aspects of WSNs (Networking, or Signal Processing, or Embedded Software), whereas WSNs encompass disciplines traditionally separated in Electrical Engineering and Computer Sciences. This paper gives two original contributions: the essential knowledge that should be brought in a WSNs course is characterized, and a course structure with an harmonious holistic approach is proposed. A method based on both theory and experiments is illustrated for the design of this course, whereby the students have hands-on to implement, understand, and develop in practice the implications of theoretical concepts. Theory and applications are thus considered all together. Ultimately, the objective of this paper is to design a new course, to use innovative hands-on experiments to illustrate the theoretical concepts in the course, to show that theoretical aspects are essential for the solution of real-life engineering WSNs problems, and finally to create a fun and interesting teaching and learning environments for WSNs.
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A major drawback of existing teaching approaches is that the interplay among the typical dynamics introduced by network protocols and estimation and control applications have not been considered. In addition to this, in a WSNs course, students can actually implement code on real devices, design the networking protocol stacks, estimation, control and action functionalities all together, which is not possible in other Controls or Networking or Signal Processing courses.
The purpose of this paper is to establish a pedagogical methodology to tech WSNs at the Master level for both Electrical Engineering and Computer Sciences students. In particular, we aim 1) to provide a systematic approach on how to design a WSNs course, and 2) based on such an approach, to build a course including, a) lectures, b) exercises, c) labs, d) homework, e) exam. The study aims at defining the essential knowledge for WSNs, by reviewing existing papers on how to teach WSNs, and WSNs books. Then, based on these, a WSNs course suitable for a curriculum in Electrical Engineering and Computer Sciences is proposed. What is the relevant knowledge that the students of a WSN course will have to acquire, and how to structure the course so to maximize the learning, is proposed. To achieve the purpose of this paper, the methodology includes data collected from existing course, books, interviews with university teachers, relevant WSNs industrial representatives, and my own experience as a researcher in WSNs. Achieving this purpose appears challenging because there is no adequate research paper, to the best of our knowledge, on how to teach WSNs on both Electrical Engineering and Computer Sciences, as it will be shown by literature review in the related section below.
The rest of the paper is organized as follows. In Section II, a survey of the existing literature is given. In Section III, the relevance knowledge for a WSNs course is investigated. Based on the results of these two sections, a proposal for a course design and its evaluation is given in Section IV. Finally, the paper is concluded in Section VI.
II. METHODOLOGICAL LITERATURE SURVEY
A first step to develop successfully a course consists in making a literature survey of existing approaches for WSNs ("how to teach" WSNs), and a survey of the WSNs courses and books ("what to teach" in the detail). In this section, we highlight potentials and drawback of the existing teaching approaches from papers that discuss how to teach WSNs. The survey of courses and books will be carried out later in the next section.
The scientific and technical research on WSNs is vast, if not the largest in Electrical 3 Engineering and Computer Sciences in recent years. There are not many works addressing the need of teaching WSNs, as pointed out in [16] . One of the earliest papers on sensor network teaching is [17] , where the authors present a methodology that uses WSNs to introduce students to the concepts of remote team design and systems engineering. The paper advocates the importance of an hands-on approach on WSNs, but since then, many new topics have been developed and proposed for WSNs. Most of the contributions on how to teach WSNs can be found in system-level Computer Sciences [16] - [23] , whereas a minor number of works can be found in Electrical Engineering [24] , [25] . A web group also created an emailing list on WSNs teaching [26] . Most of these works highlight the importance of hands-on approach for WSNs, which has been first recognized in [17] and later convincingly shown in [18] [20] .
The teaching approach suggested in [16] proposes that the students are asked to read research articles beforehand and then these articles be discussed in the class room. In [16] , a networking perspective for Computer Sciences students is adopted and the authors pay more attention on definition of software primitives for networking, rather than theoretical tools to design the networking aspects of WSNs. The students of the course analyzed in [16] have spontaneously proposed control and robotic applications as an interesting assignment for a future edition of the course, but as the author writes "this assignment [control and robotic] does not integrate many of the distributed and network concepts that students learn in the [present] course". Robotic and WSNs teaching is considered in [22] , [27] , where however the focus is on some interesting experiment design within Embedded Systems, whereas Networking and Signal Processing topics are not covered. The teaching requirements for a virtual wireless sensor network laboratory between Greece and USA are described in [28] , where the teaching content is taken from [1] , and where the authors describe the software interfaces that allow the interaction between Carnegie Mellon University, USA and Athens Information Technology, Greece.
The articles [24] , [25] are two of the few ones so far existing on WSNs teaching in an Electrical Engineering context. However, they focus directly on the design of experimental setups to link some of the WSNs theory to real-world engineering applications, without defining first the essential knowledge and learning outcome for WSNs in general. Specifically, in [24] three experiments are designed for students so as to learn in the areas of wireless embedded networks, detection and estimation theory, stochastic processes, probability theory, statistical pattern recognition, and digital signal processing. Statistical evidence of the effectiveness of the experiments is therein given, showing that students knowledge after the theoretical lecture 4 and before the hands-on experiments is greatly enhanced after the experiments. In [25] , a software interface that enables signal processing applications for WSNs is presented. The paper supports the importance of signal processing for WSNs, and then focuses on a proposal for a software interface that can be effective in explaining both theory and applications of signal processing in WSNs.
The need of interdisciplinary teaching in WSNs was emphasized in [23] , where a detailed description of course content and tests is provided. However, the course is intended for medical and software/computer engineering and therefore the teaching needs such as Networking, Signal Processing, and Controls are not addressed. In [16] , the learning needs for Electrical Engineering, such as how to choose a networking protocols including modulation, coding, and access formats, and how to monitor or control the physical phenomena being sensed, are not considered. The interesting approach proposed in [20] has the drawback of being focused on WSNs from a software engineering point of view. The course therein proposed lacks essential aspects such as important parts of Networking, pertaining to the physical layer of the wireless communication, most of Signal Processing concepts including data analysis, and Controls.
The proposed approaches to "how to teach" in the papers above are focused on some specific aspect of WSNs and lack the holistic view that should be used in WSNs interdisciplinary area. They are intended for some specific disciplines, such as for example on Networking and Distributed Systems from the point of view of software engineering in Computer Sciences.
"What to teach" in WSNs for both Electrical Engineering and Computer Sciences does not seem to be addressed. What is missing is a coherent and the interconnected material selection for WSNs. As a result, what students may get from existing courses is something taken here and there, which is difficult to illustrate in a cohesive manner. The students may have difficulty at realizing the interconnection between the important different topics that are present in WSNs, which can in turn minimize dramatically the learning potentials. Based on this literature survey, we conclude that 1) there is no adaptable approach on how to teach a WSN course for both Electrical Engineering and Computer Sciences, and 2) the hands-on approach seems to be the best to understand the complex nature of WSNs and its interaction with the cyberphysical world.
In the sequel, by filling the gaps in existing teaching approaches, we survey courses and books to investigate "what to teach" in a WSN course. 
A. Relevant topics classification
Based on the course and book lists, we propose an original classification as reported in Table II . Each of the entry of the table should be considered a basic bit of the essential knowledge. Given the different nomenclature or meaning intended for the topics, we describe them in the following. Such a description is instrumental to structure a course, as we will propose later, and because terms may have not a common definition among disciplines. For example, in the Computer Sciences paper [16] , "Networking" is often referred to the software primitives that allow the implementation of networking communication, whereas in Electrical Engineering the term is usually referred to the theory of networks, which is much different from software components.
The entries of Table II are specified as follows in alphabetical order:
1) Antennas: pertains to the study of the properties of the antennas used to transmit and receive signals, with particular focus on low power and low data rate devices, because they are the typical ones used for WSNs. The radiation diagram of the antenna should be characterized so to understand how signals are transmitted and received over the spatial directions.
2) Applications: is about the study of the typical applications of WSNs. For example, the 7 application in smart buildings, networks of sensors are used to track people or to help with the activation of the air ventilation and cooling. Another example is the use of sensors for micro smart grids, where the sensors can be connected with the price fluctuations of the electricity and activate the electronic appliances when such prices are low. The list of application of sensor networks is huge, and it is therefore hard to give a comprehensive overview. However, the main categories should be identified and examples for each category should be given in a course. We believe that these categories are the following:
• Environmental monitoring, where WSNs are used for monitoring of earthquakes, volcanos, fields, seas, lakes and rivers;
• Industrial automation, where WSNs are deployed to remove communication cables and make more flexible the automation and control of processes;
• Information and communication technologies, where WSNs are used for telecommunication services;
• Intelligent transportation systems, where WSNs are used to assist the driving, the drivers, and the traffic;
• Healthcare and wellbeing, where WSNs are used for monitoring and controlling the rehabilitation and patients, and for training or sport applications;
• Smart energy, where WSNs are deployed to help with the reduction of the energy consumption in smart cities and smart buildings.
3) Classification and learning: consists in the study of the basic mechanisms to classify, making inference and prediction from data that have been collected by sensor nodes, including learning theory methods. Classification basically consists in finding the boundaries among classes of data collected by the sensors.
4)
Controls: is about basic control theory tools that are necessary to design automatic control applications over WSNs. In particular, the proportional, integrator and derivative controllers are included together with their performance with respect to the networking aspects, such as message losses and message delays introduced by the network protocol.The control of the networking protocols is a part of this topic. 23) Transport and application layer and internetworking: includes the OSI protocol levels of transport and application, and how to connect a WSN and its nodes to internet.
Given the previous classification of the essential WSN topics, it is useful to examine the relative emphasis placed on these topics by the considered courses tabulated in Table I and books [1] - [12] , in order to get insights into the existing resource structures and to identify Fig. 1 . Number of occurrences of a topic of Table II in the 13 courses of Table I . On the x-axis there is the label corresponding to the topic of Table II . On the y-axis there is the number of courses (those reported in Table I) their teaching gaps.This is the focus of next subsection.
B. Topic frequency of occurrence
In Figure 1 , the occurrence of the topics of Table II in the courses of Table I is quantified.
The topics taught with highest popularity are 2 (Applications), 18 (Routing), 12 (MAC) and 16 (Programming). Obviously, 2 is the most popular topic, since applications give a strong motivation to study WSNs. Topic 3 (Classification), and 4 (Controls) are never considered by any existing course.
In Figure 2 , the occurrence of the topics of Table II in the existing books is reported.
The topics described with highest popularity are 2 (Applications), 12 (MAC), 14 (Network management), and 18 (Routing). As for the courses, 2 is the most popular topic. The rest of the popular topics is due to that there has been considerable research in the Networking communities of both Electrical Engineering and Computer Sciences to define new MAC and routing protocols and the network management especially to save energy consumption. The topics with the lowest popularity are 1 (Antennas), 4 (Controls), 6 (Detection), and 19 (Sensor principles). The low popularity of Antennas and Sensor principles is of no surprise, since these topics are somewhat considered traditional and a part of sensor systems, namely system where there are sensors, but which are not necessarily connected to form a network. A similar observation holds for the topic Detection as wel, which is a traditional topic having even stand-alone monographs for sensor systems, e.g., [29] , [30] . By contrast, the low popularity of Computer Sciences students. The course proposal includes the lecture content, the homework, project, and exam. In the following, we illustrate the method we have followed, and then the course details.
A. Design methodology
The literature survey analyzed in Section II and Section III, including books and existing course worldwide, were considered to select the most relevant topics. Afterwards, the course design is based on meetings and questionnaires obtained with interviews of industrial representatives, academic representatives and students. Specifically, the following worldleading companies were considered, where we have specified the area of interest: Ericsson Four different questionnaires were carried out with the following purposes:
1) Asking to the industrial representatives listed above which topics of Table II the course   should offer. 2) Asking to academic colleagues of the institutions listed above which topics of Table II the course should offer.
3) Asking to the relevant KTH Master Program representatives how to harmonize the course content with other existing courses covering the topics of topics of Table II in the Master program.
The course design therefore reflects thoroughly the data collected, including bibliography, existing courses worldwide, interviews of teachers and students, and industrial representatives.
B. General course description
The course is an 8 weeks course of 60 hours in classroom plus 30 hours homework to be taught at the fourth year or five year out of five years Engineering program (3 years Bachelor level and 2 years Master level). Prerequisites include courses such as "Signal and Systems" 13 and "Probability". The learning outcome consists in 1) knowing the essential Networking, Signal Processing, and Controls to cope with WSNs, 2) knowing how to design practical WSNs, and 3) be able to develop a research project on WSNs.
The course is based on a both theoretical and hands-on approach, where the theoretical aspects are first taught in lectures, and then they are better mastered in exercise sessions, where the concepts are illustrated by exercises with questions, and by experimental implementations.
These experiments are not just to let the students making an experience out of the theory, but actually to show how the theory is useful to design practical real world engineering systems.
In the following, we give the course content description along with the intended learning outcomes, the homework and exam description.
C. Course content
In order to master the interdisciplinarity of WSNs, the course is divided into three parts after two introductory lectures, one on WSNs applications and one on software programming. The three parts are organized as follows: Networking, Signal Processing, and Controls, because every part builds on the previous one. For every part, the most relevant topics are selected based on the industry needs, popularity in existing courses, books, and personal experience, as we have mentioned in the previous subsections. Moreover, the selection of the topics is done so as to give an holistic view on WSNs.
More specifically, the course is structured as reported in Table III . Per every lecture of the table, the intended learning outcomes answer the following questions: • Lecture 6: What are the basic routing options? How routing and MAC are connected?
How to compute the shortest path from a source to a destination? Which routing is used in standard protocols?
• Lecture 7: How to detect events? What is the probability of miss detection and false alarm? How Networking impact these procedures?
• Lecture 8: How to estimate a random variable? How to estimate from static measurements over a network? How Networking has an impact on estimation?
• Lecture 9: How to perform distributed dynamic estimation from noisy measurements? 15 How Networking has an impact on distributed estimation?
• Lecture 10: Which measurements are used for estimating the position of a node? How to estimate the position of a node by a network of sensors?
• Lecture 11: Which measurements are used for synchronizing the nodes? What is the hardware and the software clock? How to synchronize the nodes in a centralized manner, and in a distributed?
• Lecture 12: How to model mathematically a wireless sensor networked control system? What is a typical proportional-inegrator-derivative controller? How a closed loop control system with periodic sampling is affected by delays and packet losses in the communication?
• Lecture 13: How to jointly design the WSN protocols (modulations, MAC, routing)
estimators and controllers?
• Lecture 14: How to optimize all the layers of the WSNs protocols and applications on top of the network? How to control the network topology?
• Lecture 15: Course summary. How the final exam is structured?
The learning outcomes per every theoretical lecture is reinforced during the exercises lecture, where the student have hands-on an experimental test bed so to see how to design in practice a WSN based on theory.
We now turn our attention to the design of homework.
D. Homework design
The course gives three homeworks for the student, one per each part of the course content:
Networking, Signal Processing, and Controls. Every homework contains partly experimental and partly theoretical questions. The theoretical questions are related to problems that can be solved by using the methods taught during the lectures, whereas the experimental part is used to illustrate and better understand the theoretical concepts. The homework can be done by a team. It is recommended that no more than three students should participate in a single team, which in turn can increase the individual involvement and thus maximize the learning potentials. In addition, five sensors per homework per students are recommended, where few sensors are connected to a physical phenomena and other sensors act as relay in a multi hop routing tree toward a sink node. The homework's are described in the following:
1) Homework 1: it covers the lectures 2-6. The students are asked to solve theoretical problems that are useful for real-world implementation concerning networking aspects, 16 such as computing the probability of error in the reception of messages, how the modulation formats and coding influence such a probability. A question to compare between the medium access control protocols based on CSMA and TDMA is proposed.
The effect of radio power, modulations, packet sizes, and MAC options are studied in the routing protocol. An experimental implementation of the networking aspects over a real-world WSN test bed has to be performed.
2) Homework 2: it covers the lectures 7-11. The students are asked to solve theoretical problems concerning how to detect events by WSNs, how to estimate the characteristics of those events, how to localize the position of nodes and events, and finally, how to synchronize the clock of the nodes. The experimental implementation covers these topics one by one, where the students have to characterize experimentally the performance of the various detection and estimation methods.
3) Homework 3: it covers the lectures 12-14 in the detail, but also the rest of the course.
The Controls part of the course puts together all the previous topics of the course and hence is arguably the most complex part. Therefore, this homework has a reduced theoretical part, and is mostly focused on experiments. In particular, the students are requested to implement a PID controller, which is typically used in building and factory automation, where the process is running on a computer connected to a sensor, and the controller on another computer connected to another sensors. The communication between the two computers is done via a WSN to control the process. The effect of the packet losses, MAC, and routing on the control performance is studied by experimental activities.
The homeworks do not account for the final grading of the course, but they have a separate pass/fail grade. When the homeworks are completed, the corresponding students are entitled to sit for the exam. The main purpose of the homework is to maximize the learning, to increase as much as possible knowledge retaining, and to stimulate the creativity especially with the experimental activities.
Finally, let us turn our attention to the exam design.
E. Exam design
The purpose of the exam is to give the students a further learning opportunity by seeing all the course content together, and also to give a psychological motivation to study.
The exam contains only theoretical problems, which are composed on the lines of those of the exercise sessions and of the homework. However, the problems of the exam will cover the course content in a unified way, so that there is a further chance for the students to learn how all the pieces of the course are interconnected.
Five problems compose the exam. Two on the first part of the course, Networking, two on the second part, Signal Processing, and one on the last part, Controls. Every problem accounts for 10 points, and thus the final grade sums up to 50 points. Then, according to the KTH grading scale, A corresponds to more than 43 points, B corresponds to points between 38 and 42, C corresponds to points between 33 and 37, D corresponds to points between 28
and 32, and E corresponds to points between 23 and 27. Below 23, the exam is failed.
The students do not have to gain all the points from the exam. They are given the possibility to develop a Hands-on Project where they can gain up to 15 points, as explained below, and thus avoid doing all the exercises at the exam. However, the sum of the points of the project and of the exam problems saturates to 50.
F. Hands-on Project
The students can choose to develop a project mostly consisting on experimental activities. The project has to be described in a report having the IEEE format in double column and in an oral presentation. It accounts to 15 points, which can be summed up to the points achieved by the final exam.
V. EVALUATION OF THE FIRST AND SECOND EDITION OF THE COURSE
The course is evaluated based on two editions, in 2012 and 2013.
The first edition of the course was given in the Winter term 2012. This 2012 course had a similar content to Table III, with in addition the topics of Table II Moreover, the 2012 course did not have any hands on project. The course was taken by 15 students. The final course evaluation asked to evaluate the course among "bad", "sufficient", "good", "very good", "excellent", and it showed that 50% of the students considered the course "good" or "very good". Most of the students were not interested to have Sensor Principles and Security topics (see Subsection III-A for the description of these topics) because they considered that these were extrinsic topics compared to the rest of the course contents. Moreover, there was an overwhelming consensus that the experimental part was very appealing and should have been extended.
The second edition of the course was given in the Winter 2013. The course is the one described in the previous Subsections IV-B, IV-C, IV-D, IV-E, and IV-F. Compared to the 2012 edition, the two lectures on Sensor Principles and on Security and Privacy were removed (as suggested by the students of the first edition). More experimental activities and hands-on projects were introduced. The course was taken by 25 students. At this time, 75% of the students rated the course either "very good" or "excellent". Moreover, 82% of the students thought that the hands-on project was very useful and enjoyable. A small fraction suggested replacing entirely the exam by an experimental project. While this is certainly appealing and enjoyable, we believe it would not allow the students to master the many concepts from different disciplines being considered in the course. Experimental projects need necessarily to be focused on some aspect, which would neglect other important ones. It is worth noting that theory and practice are equally important in this course. The practical part is already substantially considered in the exercise lectures and in the homework. The student evaluation suggested that not all the students of the 3-rd year may have the necessary background in Networking, Signal Processing, and Controls. The evaluation thus suggested that the course could be given both at the 4-th year and the 5-th year. We believe, this would allow students to be equipped with useful mathematical tools and to become more matured with other related courses, which can potentially enhance the learning potentials for WSNs. As a consequence, the 2014 edition will be open also to the 5-th year students. Finally, the students complained about the absence of a book that could present the material in a unified manner. They suffered from that the material was taken from different sources whose heterogeneous style, language, and mathematical symbols was a barrier to a more efficient learning. In my opinion, this observation supports the need of a development of a more complete book. as well as relevant lab experiences, exercises, and homework was finally given, where the focus is on both a theoretical and an experimental implementation. The course was evaluated over two years. It was observed that the proposed holistic approach can be highly effective for teaching and learning of WSNs in both Electrical Engineering and Computer Sciences.
We believe that the WSNs learning can be greatly improved by the suggested course.
Given the interdisciplinary of the course, students can then deepen their interest in several directions in the future with great benefit for their formative growth.
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